
Privacy Policy
Magic Rush · Effective 19 October 2026 · magic-rush.com · support@overflowstudio.com

This policy explains what Magic Rush collects, why, and who else sees it. It describes the software as it

actually operates, including the fact that generation is processed on our servers rather than in your

browser alone.

Plain summary: we store your email, a password hash and your usage counts; we send your prompts to an

AI provider to fulfil them; we never see your card details. You can delete your account at any time.

1. What we collect

• Account details — your email address, and a scrypt hash of your password if you registered with one.

If you sign in with Google we receive your email, name and profile picture URL, and store no password.

• Plan and usage — which plan is active and how many images and video seconds you have used this

period. Needed to meter your allowance.

• Your prompts — held in your browser and sent to the provider when a job runs. We do not keep a

copy of your prompt list after the job completes.

• Generation results — we return a URL or image data for you to download. Results are not stored on

our servers.

• Optional provider keys — only if you choose to save one, encrypted with AES-256-GCM as

described in section 4.

• Session cookie — a single httpOnly cookie that keeps you signed in. It holds a random token, not your

identity, and only its hash is stored.

We do not use advertising trackers, sell data, or build profiles.

2. What we do not collect

We never receive or store your payment card details. Checkout happens on Whop's systems and they

handle the card data directly.

We do not record your browsing outside the service, and we do not read files on your device.



3. Who processes it

Each of these receives only what it needs for its job:

• Whop — subscription billing, checkout and payouts. Receives your payment details directly — we

never see or store card numbers.

• Supabase — our database. Stores your email address, a scrypt hash of your password (never the

password), your plan and usage counters, and any provider key you choose to save, encrypted.

• Google — optional sign-in. If you use it, Google confirms your email address to us. We receive your

email, name and profile picture URL.

• DeepAI — image and video generation on paid plans. Receives your prompt.

• BytePlus (ByteDance) — video generation on paid plans, where offered. Receives your prompt.

• Pollinations — image generation on the free tier. Receives your prompt.

• Cloudflare — hosting, and optionally Workers AI generation. Receives prompts for free-tier images

where enabled.

• Replicate — video generation on the free trial, where enabled. Receives your prompt.

4. Your own API keys, and the honest caveat

If you store your own provider key, it is encrypted with AES-256-GCM using a secret held on our server,

and it is never sent back to your browser.

Because we must reconstruct the key to make the provider call, we hold the means to decrypt it. That is

unavoidable for a server-side proxy. We do not decrypt keys for any other purpose. If you would rather no

one but you could hold the key, do not store it here — use the plan allowance instead.

You can delete a stored key at any time from your account page; deletion is immediate and permanent.

5. Legal bases

We process account and usage data to perform our contract with you. We process optional provider keys

on the basis of your explicit request when you save one. We process security-related logs on the basis of

legitimate interest in keeping the service available.

6. Retention

Account data is kept while your account exists and deleted when you close it.

Session records expire automatically thirty days after sign-in.

Stored provider keys are deleted when you remove them or close your account.

Payment records are held by Whop under their own retention obligations and may outlive your account

with us.



7. Your rights

Depending on where you live you may have the right to access, correct, export or delete your data, and to

object to certain processing.

Write to support@overflowstudio.com and we will action a request within thirty days.

8. Children

The service is not intended for anyone under 18, and we do not knowingly hold data for children.

9. Changes

If this policy changes materially we will tell you by email or in the product before the change takes effect.


